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1
Decision/action requested

· SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0. 
2
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3
Rationale

There have been some serious security vulnerabilities and attacks that were raised in [2]. These security concerns requir remedies which require the input from SA2, RAN1, RAN3, and CT3. Based on the input of the forementioned working groups, the ability of EPS-AKA* as a primary authentication solution for 3GPP NR access may be impacted. 
In order to avoid further delay of the delivery of 5G security architecture and solutions (i.e., TS33.501), an alternative solution which meets all security requirements for 5G NR access primary authentication should be identified and approved. 
This contribution proposes an enhancement to the interim agreement for key issue 2.1 which has been reached during SA3#86bis meeting to allow EPS-AKAi solution [3] as a primary authentication solution alternative for 5G NR access.
4
Detailed proposal
*************** Start of Change 1 ****************
…………
E.2.1 
Questions and Agreements for Key Issue #2.1 Authentication Framework

E.2.1.0 
Questions in other clauses affecting this key issue

tba
E.2.1.1 
Support for AKA and its variants for primary authentication

E.2.1.1.1 
Description of Question

Question: shall the 5G UE and 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*, MASA, EPS-AKAi. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 
Interim Agreement

The 5G UE and 5G serving network shall support EAP-AKA’ for primary authentication, for both 3GPP access and untrusted non-3GPP access in 5G phase 1. 

The 5G UE and the 5G serving network shall support EPS AKA* for primary authentication for 3GPP access in 5G phase 1. 
EPS-AKAi solution as documented in [3] shall be considered an alternative primary authentication solution which shall be supported by 5G UE and 5G serving network in phase 1.
NOTE1: EPS AKA* is identical to EPS AKA from a UE point of view. 

NOTE2: The above is not meant to preclude enhanced IMSI privacy. 

NOTE3: EAP-AKA’ and EPS AKA* provide increased home control. 
…………
*************** End of Change 1 ****************
